Capability Statement

Cain & Associates

COMPANY OVERVIEW

COMPANY DATA
Cain & Associates LLC is an SBA-certified service-disabled veteran-

owned small business in Hedgesville, West Virginia. We deliver
fixed-scope cybersecurity assessments, forensic examinations, and
secure websites, custom apps and Al agents to state and local
governments, law enforcement, small businesses and high-profile
individuals. Our software side, MCPOTA, builds privacy and anti-

LEGAL NAME
Cain & Associates LLC

SOCIOECONOMIC STATUS
SBA-certified SDVOSB

D-U-N-S

spyware tools for Android, iPhone and desktop.

CORE COMPETENCIES

Forensic device reviews: iPhone, Android and computer
examinations for spyware, stalkerware and compromise, with
SHA-256 fingerprinting and chain-of-custody records

Law enforcement forensic capture support under the agency's
legal authority

Custom software and Al: Android, iPhone, desktop and web
apps; Al agents and integration with existing tools; remote
delivery

Websites: secure redesigns, search engine optimization,
accessibility, website and email security (SPF, DKIM, DMARC)
Risk and vulnerability assessments and architecture reviews:
network mapping, vulnerability scanning, phishing, wireless, web
application, operating system and database assessments
Penetration testing and cyber hunts

Compliance auditing and secure Al adoption reviews

DIFFERENTIATORS

Practitioner-led: the owner, in cyber defense since 1997,
performs the work

National-security background: U.S. Army secure
communications; Marine Corps Cyberspace Command cyber
protection team; lead security architect for FBI, VA, DEA and
NAVSEA vulnerability-management programs; National
Cryptologic School

Evidence-first: every collected file hashed and logged; findings
report what was observed

Plain-language reporting with findings ranked by risk, so leaders
know what to fix first

Ships its own software: MCPOTA's Spygone (spyware detection)
and Startsy apps for Android, iPhone, Windows and Mac

Cain & Associates LLC - MCPOTA is the software side of Cain & Associates LLC

118242560

PRIMARY NAICS

541512 Computer Systems Design
Services

LOCATION

Hedgesville, West Virginia
WEBSITE

cain.associates

SOFTWARE
MCPOTA - mcpota.com

POINT OF CONTACT

NAME
Nate Cain, Owner

PHONE
304-676-7412

EMAIL
nate.cain@cain.associates

PAST PERFORMANCE

* Local law enforcement agencies:
cyber forensic capture support for
investigations

* Private clients: confidential
forensic reviews of phones and
computers for high-profile
individuals

CONTRACTING

Fixed-scope engagements on a
purchase order or signed contract,
invoiced at milestones.
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